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Setting the scene — Open Access in 30 sec
To understand what predatory means, we first need to understand the publishing landscape.



The four Open Access models
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Author / institution pays an APC

  

• free access to all articles on the journal's website.
• articles are licensed for sharing and reuse, e.g. via creative commons.
• no article processing charges (APCs) → Publishing is free.
• Journals are financed and maintained by universities, academic organisations, 

library networks, etc.
• Science Europe: Action Plan for Diamond Open Access
• At UZH: https://www.hope.uzh.ch/

  Self archiving by authors

• Paper is published in a traditional, closed-access journal.
• Additionally, the authors post a version of the paper on a freely accessible 

website. 
• Institutional repository, e.g. ZORA at UZH
• Preprint servers, e.g. arXiv, bioRxiv, chemRxiv, etc.
• No cost for the authors.
• Most publishers allow green OA – different rules and conditions → check Open 

Policy Finder
• Met most research funders' open access policies – until recently.

Often the most expensive route. 
‘Double dipping’ concern

Gold Green

Diamond/Platinum Hybrid

Slide information source: Anna Véron 2025. Presentation “Open Access”: University of Zurich.

• Free access to all articles on the journal's website.
• Articles are licensed for sharing and reuse, e.g. via creative commons 

licenses.
• Authors must pay an article processing charge (APC) to publish a paper.
• Example: PLOS Journals

Predatory publishers exploit Gold OA — but Gold OA itself is legitimate. The danger 
is dishonest practice, not the business model.

• A subscription journal where individual articles can be ‘opened’ for an APC.
• Examples: Most legacy Elsevier / Wiley titles

https://www.scienceeurope.org/our-resources/action-plan-for-diamond-open-access/
https://www.hope.uzh.ch/
https://www.zora.uzh.ch/
https://openpolicyfinder.jisc.ac.uk/
https://openpolicyfinder.jisc.ac.uk/
https://www.uzh.ch/blog/ub/2026/01/28/free-publishing-in-plos-journals/?lang=en


Identification: Predatory journals
What they are, how they operate, and why the problem is growing.



Predatory Journals

“Predatory journals—also called fraudulent, deceptive, or 
pseudo-journals—are publications that claim to be legitimate 
scholarly journals, but misrepresent their publishing practices. 
Some common forms of predatory publishing practices include 
falsely claiming to provide peer review, hiding information 
about Article Processing Charges (APCs), misrepresenting 
members of the journal’s editorial board, and other violations 
of copyright or scholarly ethics…”

(Elmore & Weston, 2020, pp. 607–608)

Further information you can find under- this link
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https://openscience-summerschool.ch/en/events/summer-school-2022/predatory-journals/


Predatory journals’ process – what’s missing
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Manuscript
submission

Compared to a legitimate publication workflow

Editorial
selection

Peer review
(real)

Assessment

APC 
payment

Publication Long term 
Preservation

 (LOCKSS) + index

Step is performed (sometimes only as a façade) Step is missing or fake in predatory journals

APCs are NOT the problem — LACK OF TRANSPARENCY is

Article Processing Charges are a normal part of Gold Open Access. The red flag is when a journal hides fees, fabricates peer 
review, inflates metrics, or refuses long-term archiving — not the existence of a fee itself.



Predatory journal practices  
a wide variety of dishonest and/or unethical practices, such as

• No transparency: about quality control, peer review fees, copyright, withdrawal and digital archiving.

• Unrealistic timelines, with serious peer reviews – NOT REALISTIC

• Poor editorial board – Listing fake, unknown, or unqualified editors

• Aggressive solicitation – mass-spam invitations to early-career researchers by name

• Unclear indexing – Claiming to be indexed in respected databases without proof (e.g. Scopus, Web of 
Science)

• Publishing articles submitted before the authors have signed the publishing agreement, then refuses to 
take the article down if the author withdraws the submission

• Emails ending mostly in @gmail / yahoo.com / outlook.com addresses instead of a publisher’s 
domain are a strong signal
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Identification: Paper Mills – and actual situation
When fake papers stop being a fringe problem and become a supply chain



Figure 

Journal of Clinical Epidemiology 2024 176DOI: (10.1016/j.jclinepi.2024.111549) 

Paper Mills = Industrialized Fraud

Parker et al., 2024

“Paper mills are fraudulent organizations 
that make money by writing fake manuscripts 
and offering authorship slots for sale to 
academic customers. Mill activity differs in 
scale to individual academic misconduct: 
many thousands of fake paper mill 
manuscripts have been successfully published 
in peer-reviewed journals. Despite this, paper 
mill activity is still relatively unrecognized 
outside the publishing industry. We discuss 
what is known about paper mill operations 
and how publishers, independent 
organizations, and individuals are working to 
prevent and detect mill activity. Research 
readers can also have a part to play in paper 
mill detection, and we provide detail on what 
to look out for.” (Parker et al., 2024, Art.-Nr. 111549)



You might be questioning why this is any of my business?

1. In terms of content - Bias in the scientific basis

1. incorrect data → poor research

2. Practical considerations

1. Waste of time and resources

2. The publication process becomes more difficult

3. Ethical

1. Pressure system → Misconduct

2. New requirements regarding academic integrity
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What’s new in 2025 / 2026
how the predatory ecosystem has evolved
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AI-generated invitations

Personalized spam crafted with LLMs 
– fluent, flattering, often citing a real 

recent paper of yours

Fabricated metrics

Invented ‘Impact Factors’, Global 
Impact Indices’ and self –declared 
rankings on the journal homepage

Paper mills 
+ fake peer review

Industrial production of papers with 
stolen identities of reviewers, massive 

retractions in 2024-2025

Video ‘proof’ 
of indexing

Homepage videos walking viewers 
through Scopus / WoS searches –

staged, not verifiable

Cloned/
hijacked journals

Look-alike websites that reuse a 
legitimate journal’s ISSN and title

Predatory rebranding

Dubious publishers buy or rename 
journals to escape blacklists. And with 

AI plausible domain impersonation

Sources: Martinino et al. (2023); Maisonneuve  (2025).



Cloned and hijacked journals or conferences
The ‘evil twins’ of legitimate journals – and the copy-paste conferences that follow them



Eight red flags for cloned or hijacked journals 

Seite 14

Operate with fake lookalike website of 
the original journal.

Use fake/misleading Impact Factor/Metrics 
to lure the faculties and researchers.

Will publish the papers in less than 24 hours
and sometimes in an hour after receiving 
the money.

Nontransparent fees that shift during the 
submission process. And the lazy ones still collect 
the money through international routes like 
Western Union, PayUMoney etc so that the trace of 
money laundering cannot be found.

Missing information on Copyright and 
quality assurance processes

They also publish any kind of plagiarized, 

fabricated paper after receiving the money.

They always misuse the Logos of prominent 
companies like Elsevier, Clarivate, CrossRef, 
Emerald etc.

An editorial board with copy-pasted names of
respected reserarchers, without their knowledge 
or consent and official email id’s.
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Predatory conferences use the same tactics as the predatory journals
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A whole series of separate conferences (>1000!)  on the same dates and in the same hotel...1 single programme for all these 
conferences!

A report about a bad experience:
Ro, C. What is it like to attend a predatory conference? 
Nature 631, 921–923 (2024).
Enjoy reading:  https://www.nature.com/articles/d41586-024-
02358-w

Some organizers to avoid

https://waset.org/conferences
https://www.conferenceseries.com/
https://www.longdom.com/

https://www.nature.com/articles/d41586-024-02358-w
https://www.nature.com/articles/d41586-024-02358-w
https://www.nature.com/articles/d41586-024-02358-w
https://www.nature.com/articles/d41586-024-02358-w
https://www.nature.com/articles/d41586-024-02358-w
https://www.nature.com/articles/d41586-024-02358-w
https://www.nature.com/articles/d41586-024-02358-w
https://waset.org/conferences
https://www.longdom.com/
https://www.longdom.com/


The risks for you

what can go wrong



Academic and Professional Risks

– Potential damage to your professional reputation 
among peers and employers

– Obstacles to potential career advancement when 
publications are scrutinised during promotion reviews

– Loss of academic credibility when your work appears 
alongside low-quality or fraudulent research

Practical Problems

• Papers may disappear if the journal ceases operations 
suddenly

• No long-term archiving (no LOCKSS / Portico)

• Work may be permanently inaccessible to intended 
audiences
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Research Integrity Issues

• Poor or non-existent peer review means errors or 
methodological problems remain uncorrected

• Your work may be published alongside pseudoscience, 
undermining its legitimacy

• Limited visibility in legitimate academic databases 
and indexing services

Financial Consequences

• Wasted funds on publication fees with minimal return 
on investment

• Potential additional costs to republish elsewhere if 
needed

• Some institutions may not reimburse expenses for 
predatory publications

The risks – for you, your work, your institution



Tools, checklists & UZH support
A practical workflow you can run before every submission



Spot the predatory journals

https://thinkchecksubmit.org/

https://app.lib.uliege.be/compass-to-publish/

Very good handout by Maastricht University Library
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The easiest way to find relevant journals in your discipline is 
to exchange information in your research community.

https://thinkchecksubmit.org/
https://app.lib.uliege.be/compass-to-publish/
https://app.lib.uliege.be/compass-to-publish/
https://app.lib.uliege.be/compass-to-publish/
https://app.lib.uliege.be/compass-to-publish/
https://app.lib.uliege.be/compass-to-publish/
https://flipbooks.maastrichtuniversitypress.nl/predatory-and-questionable-publishing-practices
https://flipbooks.maastrichtuniversitypress.nl/predatory-and-questionable-publishing-practices
https://flipbooks.maastrichtuniversitypress.nl/predatory-and-questionable-publishing-practices
https://flipbooks.maastrichtuniversitypress.nl/predatory-and-questionable-publishing-practices
https://flipbooks.maastrichtuniversitypress.nl/predatory-and-questionable-publishing-practices


Lists & portals to classify or evaluate a journal
No single tool is perfect — combine at least two

DOAJ Free

Directory of Open Access Journals — community-
curated whitelist of OA journals meeting transparency 
criteria.

Norwegian Register Free

Transparency about publication channels; level 1/2 
classification widely used in Scandinavia.

Scimago JR Free

Uses Scopus data: SJR value, H-index, Q1–Q4 quartile by 
subject. Indicator of citation prestige.

PubMed / NLM Catalog Free

All journals cited in PubMed. Note: ‘in PubMed’ ≠ ‘in 
MEDLINE’. Always check status, not the name.

OASPA member list Free

Open Access Scholarly Publishing Association —Members are 
being vetted Principles of Transparency and Best Practice in 
Scholarly Publishing (COPE/DOAJ/OASPA/WAME, Version 4.0, 
2022) (COPE et al., 2022)

Retraction Watch Free

‘Hijacked Journal Checker’ — curated list of confirmed 
cloned/hijacked journals.

Cabells Predatory Reports Subscription

Commercial database, ML + human review against 
65+ criteria. UZH not licensed.

WAME Free

World Association of Medical Editors — touchstone, but no 
formal certification.

China Early Warning Journal List Free

National Science Library, CAS — annually updated list of 
problematic outlets. Actual URL – List until 2024

Suspicious URL? Run it through whois.domaintools.com

Seite 22

https://doaj.org/
https://kanalregister.hkdir.no/en
https://www.scimagojr.com/journalvalue.php
https://www.nlm.nih.gov/bsd/serfile_addedinfo.html
https://www.oaspa.org/
https://docs.google.com/spreadsheets/d/1ak985WGOgGbJRJbZFanoktAN_UFeExpE/edit?pli=1&gid=5255084#gid=5255084
https://wame.org/journals-whose-editors-belong-to-wame
https://earlywarning.fenqubiao.com/#/en/early-warning-article-2024
https://whois.domaintools.com/


Spot the predatory or fake conference 
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✓ Think Check Attend – Conference Checker

The checklist from Think. Check. Attend. contains many useful 
questions for evaluating conferences (e.g. references to COPE/DOAJ 
memberships). However, it originates from a commercial context (the 
company Knowledge E) and should be used with a critical eye.

other tools

✓ 9 signs this is a fake conference

✓ Proposed Criteria for Identifying Predatory 
Conferences

https://www.surveymonkey.com/r/GWDXFGM
https://www.surveymonkey.com/r/GWDXFGM
https://www.surveymonkey.com/r/GWDXFGM
https://www.surveymonkey.com/r/GWDXFGM
https://www.surveymonkey.com/r/GWDXFGM
https://www.exordo.com/blog/9-signs-this-is-a-fake-conference
https://www.exordo.com/blog/9-signs-this-is-a-fake-conference
https://www.exordo.com/blog/9-signs-this-is-a-fake-conference
https://www.exordo.com/blog/9-signs-this-is-a-fake-conference
https://www.exordo.com/blog/9-signs-this-is-a-fake-conference
https://www.exordo.com/blog/9-signs-this-is-a-fake-conference
https://www.exordo.com/blog/9-signs-this-is-a-fake-conference
https://scholarlyo.com/proposed-criteria-for-identifying-predatory-conferences/
https://scholarlyo.com/proposed-criteria-for-identifying-predatory-conferences/
https://scholarlyo.com/proposed-criteria-for-identifying-predatory-conferences/


Verification methods – lists of criteria
Adapted from Shen & Shah, (2023)

# Recommendation What to actually look for / what should make you wary

Scope alignment Does the journal really publish on your topic? — vs. claiming a wide scope but accepting anything.

Publisher credentials Is the publisher known in the field? Are claimed memberships (DOAJ, COPE, DORA…) verifiable?

Editorial board reality Are board members real experts? Do their CVs match the journal’s scope? Can they be reached?

Website quality Clear, navigable, with editorial process, fees, ethics and contact info — no intrusive ads.

Peer review & content Are timelines realistic? Are the published articles in scope and free of plagiarism?

Bundled services Beware of conferences with guaranteed proceedings or paid editing with guaranteed acceptance.
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Use the UZH OA-safe workflow
The University Library actively supports researchers in safe publishing

1

Consult DOAJ

Verify the journal in the 
Directory of Open Access 

Journals first.

›
2

Use oa.finder

Check whether UZH will cover 
or discount the publication 

costs.

›
3

Verify ethics

Confirm the publisher is listed 
in COPE and OASPA.

›
4

Use UZH-
recommended 

channels

Check the ‘Where to publish 
OA?’ list curated by the UB.

›
5

Ask the OA team

If you are unsure: 
oa@ub.uzh.ch — fast, 

friendly, free.

Legitimate, free and ethical access to science is possible.

The UB OA team helps you locate trustworthy journals, verifies APC waivers, and answers questions about Plan S, transformative agreements (e.g. SNSF, 
swissuniversities) and self-archiving. Don't hesitate to forward suspicious invitations to oa@ub.uzh.ch — that helps the whole UZH community.
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https://doaj.org/
https://finder.open-access.network/
https://publicationethics.org/
https://www.oaspa.org/
mailto:oa@ub.uzh.ch
https://www.coalition-s.org/faq/
mailto:mailtooa@ub.uzh.ch


Key takeaways, reference list and further readings



Key takeaways
Five things to remember when you leave this room

1
Trust ‘indexed’ claims only after independent verification

Check Scopus Sources, Web of Science Master Journal List, NLM Catalog — not the journal’s own badges.

2
ISSN + title are not enough

Cloned journals replicate them perfectly. Cross-check the URL with WHOIS and Retraction Watch’s Hijacked Journal Checker.

3
APCs are not the problem — lack of transparency is

A high APC alone does not make a journal predatory. Hidden fees, fake peer review and stolen editors do.

4
AI accelerates both attack and defence

Use AI tools as hints, not verdicts. Verifiable indexing and community knowledge remain decisive.

5
Ask. Early. Often.

The fastest filter is your peers and the UB OA team (oa@ub.uzh.ch) or/and the UB Liaison Librarian team.  When in doubt — don’t submit.

Seite 27May 12th, 2026 Spot the trap
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Any 

questions?

Feedback

Contact address
barbara.schneider@ub.uzh.ch

https://shorturl.at/Fbss6

Thank you for your attention

mailto:barbara.schneider@uzh.ch
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